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Abstract

The emergence of event-driven architectures, automation of business processes, drastic cost-
reductions in sensor technology, and a growing need to monitor IT systems (as well as other
systems) due to legal, contractual, or operational considerations lead to an increasing generation
of events. This development is accompanied by a growing demand for managing and processing
events in an automated and systematic way. Complex Event Processing (CEP) encompasses the
(automatable) tasks involved in making sense of all events in a system by deriving higher-level
knowledge from lower-level events while the events occur, i.e., in a timely, online fashion and
permanently.

At the core of CEP are queries which monitor streams of “simple” events for so-called complex
events, that is, events or situations that manifest themselves in certain combinations of several
events occurring (or not occurring) over time and that cannot be detected from looking only at
single events. Querying events is fundamentally different from traditional querying and reasoning
with database or Web data, since event queries are standing queries that are evaluated permanently
over time against incoming streams of event data. In order to express complex events that are of
interest to a particular application or user in a convenient, concise, cost-effective and maintainable
manner, special purpose Event Query Languages (EQLs) are needed.

This thesis investigates practical and theoretical issues related to querying complex events,
covering the spectrum from language design over declarative semantics to operational semantics
for incremental query evaluation. Its central topic is the development of the high-level event query
language XChange®<.

In contrast to previous data stream and event query languages, XChange™®’s language design
recognizes the four querying dimensions of data extractions, event composition, temporal rela-
tionships, and, for non-monotonic queries involving negation or aggregation, event accumulation.
XChange®® deals with complex structured data in event messages, thus addressing the need to
query events communicated in XML formats over the Web. It supports deductive rules as an
abstraction and reasoning mechanism for events. To achieve a full coverage of the four querying
dimensions, it builds upon a separation of concerns of the four querying dimensions, which makes
it easy-to-use and highly expressive.

A recurrent theme in the formal foundations of XChange®® is that, despite the fundamental
differences between traditional database queries and event queries, many well-known results from
databases and logic programming are, with some importance changes, applicable to event queries.
Declarative semantics for XChange®®? are given as a (Tarski-style) model theory with accompa-
nying fixpoint theory. This approach accounts well for (1) data in events and (2) deductive rules
defining new events from existing ones, two aspects often neglected in previous work of semantics
of EQLs.

For the evaluation of event queries, this work introduces operational semantics based on an
extended and tailored form of relational algebra and query plans with materialization points.
Materialization points account for storing and maintaining information about those received events
that are relevant for, i.e., can contribute to, future query answers, as well as for an incremental
evaluation that avoids recomputing certain intermediate results. Efficient state maintenance in
incremental evaluation is approached by “differentiating” algebra expressions, i.e., by deriving
expressions for computing only the changes to materialization points. Knowing how long an event
is relevant is a prerequisite for performing garbage collection during event query evaluation and also
of central importance for developing cost-based query planners. To this end, this thesis introduces
a notion of relevance of events (to a given query plan) and develops methods for determining
temporal relevance, a particularly useful form based on time-related information.






Zusammenfassung

Die Einfithrung von ereignisgesteuerten Architekturen, die Automatisierung von Geschifts-
prozessen, kostengiinstige Sensortechnik und die rechtlich, vertraglich oder betrieblich bedingte
Uberwachung von Informationssystemen erzeugen mehr und mehr Ereignisse. Diese Entwicklung
wird begleitet von einer zunehmenden Notwendigkeit, Ereignisse systematisch und automatisch
zu verwalten und zu verarbeiten. Complex Event Processing (CEP) hat zur Aufgabe hoheres,
wertvollen Wissen aus Ereignissen abzuleiten wdhrend diese passieren, also kontinuierlich und
zeitnah.

Zentral in CEP sind Anfragen, die Strome von ,einfachen“ Ereignissen tiberwachen, um so-
genannte komplexe Ereignisse (engl.: complex events) zu erkennen. Komplexe Ereignisse sind Er-
eignisse oder Situationen, die sich durch das gemeinsame, zeitlich verteilte Auftreten (oder Nicht-
Auftreten) von mehreren Ereignissen #uflern und nicht erkannt werden kénnen, indem man nur
einzelne Ereignisse betrachtet. Anfragetechniken fiir Ereignisse unterscheiden sich grundlegend
von traditionellen Anfrage- und Schlufltechniken fiir Datenbanken oder Web-Daten, denn Ereig-
nisanfragen sind stehende Anfragen, die mit Zeit fortwihrend gegen einen ankommenden Strom
von Ereignisdaten ausgewertet werden. Zur bequemen, kostengiinstigen und leicht wartbaren Be-
schreibung von komplexen Ereignissen, die fiir eine bestimmte Anwendung oder einen bestimmten
Benutzer von Interesse sind, bedarf es spezieller Ereignisanfragesprachen.

Die vorliegende Arbeit beschéftigt sich mit praktischen und theoretischen Fragestellungen zu
Anfragen nach komplexen Ereignissen. Das abgedeckte Themenspektrum reicht von Sprachde-
sign {iber deklarative Semantik bis zu operationaler Semantik fiir eine inkrementelle Anfrage-
auswertung. Der rote Faden der Arbeit ist die Entwicklung der héheren Ereignisanfragesprache
XChange®®.

Im Gegensatz zu vorherigen Datenstrom- und Ereignisanfragesprachen trigt das Sprachdesign
von XChange®® den vier Anfragedimensionen Rechnung: Extraktion von Daten, Komposition von
Ereignissen, zeitliche Zusammenhénge und, fiir nicht-monotone Anfragen mit Negation oder Ag-
gregation, Akkumulation von Ereignissen. XChange®® kann mit komplex strukturierten Daten in
Ereignissen umgehen, wie sie hiufig in Ereignissen, die in XML-Formaten iiber das Web kom-
muniziert werden, zu finden sind. Als Abstraktions- und Schlufmechanismus werden deduktive
Regeln unterstiitzt. Um eine vollstindige Abdeckung der vier Anfragedimensionen zu erreichen,
baut XChange®®? auf einer Trennung dieser Dimensionen auf, was die Sprache leicht benutzbar
und ausdrucksstark macht.

Ein Leitmotiv in den formalen Grundlagen von XChangeP® ist, daf trotz der grundlegenden
Unterschiede zwischen traditionellen Datenbankanfragen und Ereignisanfragen viele bekannte Er-
gebnisse aus der Forschung iiber Datenbanken und Logikprogrammierung —mit einigen wichtigen
Anderungen— auf Ereignisanfragen anwendbar sind. Die deklarative Semantik von XChange®®
wird als (Tarski-)Modelltheorie mit begleitender Fixpunkttheorie angegeben. Dieser Ansatz eignet
sich besonders zur Behandlung von (1) Daten in Ereignissen und (2) deduktive Regeln, die neue
Ereignisse aus existierenden ableiten. Diese beiden Aspekte wurden in vorherigen Arbeiten zur
Semantik von Ereignisanfragesprachen oft vernachléssigt.

Zur Auswertung von Ereignisanfragen fiihrt diese Arbeit eine operationale Semantik ein, die auf
einer erweiterten und spezialisierten Form von relationaler Algebra sowie auf Anfrageplinen mit
ausgezeichneten Punkten fiir Materialisierung aufbaut. Die Materialisierungspunkte dienen dazu,
Informationen iiber Ereignisse, die relevant fiir zukiinftige Antworten sein konnen, zu speichern.
Ferner sind sie zweckdienlich fiir eine inkrementelle Auswertung, die eine wiederholte Berech-
nung bestimmter Zwischenergebnisse vermeidet. Die effiziente Aktualisierung der Zustédnde von
Materialisierungspunkten basiert auf der ,Differenzierung” von Algebraausdriicke, d.h., darauf
neue Ausdriicke abzuleiten, die nur die nétigen Anderungen berechnen. Eine Speicherbereinigung
wihrend der Anfrageauswertung setzt voraus zu wissen, wie lange ein Ereignis relevant ist. Die-
ses Wissen ist auch von zentraler Bedeutung, um kostenbasierte Anfrageoptimierer zu entwickeln.
Dazu fiihrt diese Arbeit einen Begriff der Relevanz von Ereignissen (beziiglich einem gegebenen
Anfrageplan) ein und entwickelt eine Methode zur Bestimmung der temporalen Relevanz, einer
besonders niitzlichen Form, die auf zeitbezogenen Informationen basiert.
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Chapter 1

Introduction

Events are omnipresent in modern computer and information systems and play a key role in driving
their behavior. Current and future systems face an increasing generation of events, which can be
attributed to the following factors:

e a shift from the traditional user-request-driven interaction on the Web towards a more dy-
namic, event-driven interaction caused by Web 2.0 technology and subscription-oriented
services such as RSS feeds [VH07],

e a demand for automation of business processes [Hav05], which is accompanied by an adoption
of Web Service standards [ACKMO04] and Service Oriented Architecture (SOA) [PvdHO7],

e emerging popularity of Event-Driven Architecture (EDA), especially in the context of dis-
tributed systems [MFP06], Enterprise Application Integration (EAI) [HWO03], and as a com-
plement to Service Oriented Architecture (SOA) [Sch03],

e drastic reductions in the cost of sensor hardware and new sensor technologies such as Ra-
dio Frequency Identification (RFID) [NMMKO07] and intelligent networked sensor nodes
[ASSCO02], which lead to a wide-spread deployment of sensors,

e a need to monitor IT systems (as well as other systems) due to legal, contractual, or opera-
tional considerations, often in near real-time [Luc02, McC02].

Unsurprisingly, this increase in the amount of generated events is accompanied by a growing
demand for managing and processing events in an automated and systematic way. The (automat-
able) tasks involved in making sense of all events in a system by deriving higher-level knowledge
from lower-level events while the events occur, i.e., in a timely, online fashion and permanently,
are commonly summarized under the term Complex Event Processing (CEP).

In particular, CEP involves monitoring streams of “simple” (or atomic) events for complex
(or composite) events, that is, events or situations that cannot be detected from looking only at
single events. They manifest themselves in certain combinations of several events occurring (or
not occurring) over time and have to be inferred. Combinations of events that are of interest to a
particular application or user are commonly expressed in a special purpose language, a so-called
(Complex) Event Query Language (EQL).

It is worth emphasizing that event queries are standing queries that are evaluated in an online
manner while events occur. This online processing distinguishes event queries and CEP from
other technologies like queries in databases or data warehouses. While these also sometimes work
with event-related data (e.g., a customer’s history of purchases), their processing is done in an
off-line manner after the events have occurred and they conceptually work with “spontaneous,”
one-time queries rather than standing queries. This difference between traditional database queries
and event queries is also illustrated in Figure 1.1, and will be discussed in more detail later on
(Section 1.2.2).

17
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Figure 1.1: Illustration of the difference between traditional database queries and event queries.

This thesis investigates practical and theoretical issues related to querying complex events,
covering the spectrum from query language design over declarative semantics to techniques for
query evaluation (operational semantics). Its central topic is the development of a high-level
event query language called XChange®Q. Outstanding features of its language design are that it
deals with complex structured data in event messages, thus addressing the need to query events
communicated in XML formats over the Web, that it supports deductive rules as an abstraction
and reasoning mechanism for events, and that it builds upon a separation of concerns in the
supported query features, which makes it easy-to-use and highly expressive. XChange®®? builds
on the Web query language Xcerpt for accessing data in events; it design and foundations are
however generic in the sense that other query languages could be used for accessing event data,
too. In particular, XChange®® is not tied tightly to the XML data model, and extensions of Xcerpt
to support querying RDF [BFB*05, BFLP0S] can be carried over into XChange®® without much
difficulty and effort.

A recurrent theme in the formal foundations of XChange®® is that, despite the fundamental
differences between traditional database queries and event queries, many well-known results from
traditional query answering from databases and logic programming are, with some importance
changes, applicable to event queries. Declarative semantics for XChange®® are given as a (Tarski-
style) model theory with accompanying fixpoint theory. This approach accounts well for (1) data in
events and (2) deductive rules defining new events from existing ones, two aspects often neglected
in previous work of semantics of event query languages.

Operational semantics are based on an extended and tailored form of relational algebra called
CERA and query plans that consist of equations in the style of (materialized) views. Building on
the foundation of database queries is not just helpful for understandability, it also lets event queries
benefit from many results in database research (e.g., join algorithms, adaptive query evaluation).
Further, the uniformity in the foundations of event queries and traditional queries is beneficial
in systems and languages where event and non-event data is processed together — and queries
should be optimized or analyzed together. This is quite common, especially for Event Condition
Action (ECA) rules, where the E-part is an event query, the C-part a traditional query, and the
parts share information through variable bindings.
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Since complex event queries are standing queries that are evaluated over time against a stream
of incoming events and that produce answers (complex events) on the fly and promptly, their eval-
uation is very different from traditional queries. It requires storing and maintaining information
about those received events that are relevant for, i.e., can contribute to, future query answers.
For efficiency reasons, it usually also has to store and maintain intermediate results. To this end,
we introduce so-called materialization points in query plans that account for the information that
must be stored and maintaining. The state maintenance of these materialization points is ap-
proached by “differentiating” relational algebra expressions (more precisely, CERA expressions),
i.e., by deriving expressions for computing the state changes.

In this setting of evaluation over time, knowing how long an event is relevant (to a given set of
queries) is a prerequisite for performing garbage collection during event query evaluation and also
of central importance for developing cost-based query planners. To this end, this thesis introduces
a notion of relevance of events (to a given set of complex event queries) and develops methods for
determining temporal relevance, a particularly useful form based on time-related information. A
prototype implementation of XChange®® accompanies this thesis and demonstrates feasibility of
the proposed language and operational semantics.

1.1 Applications involving Complex Events

Event-driven applications are characterized by reacting automatically to events, which may be
generated by the application software itself or come from external sources such as other commu-
nicating applications, human users, or sensors. Complex Events in an event-driven application
usually originate from a need to acquire information that is spread over several simple events (as
well as other data sources).

We detail now some classes of applications that heavily involve complex events and thus can
benefit strongly from using dedicated Complex Event Processing technology such as an event
query language. We also mention some of the typical challenges these applications pose.

1.1.1 Asynchronous Messaging in Heterogeneous Environments

Different applications often use messages or events as a means to communicate and exchange
information. This is particularly common in Enterprise Application Integration (EAI) scenarios
[HWO03]. For example it is common that applications such as a Web application for online shopping,
a desktop application for call-center agents entering purchase orders, an order processing system,
and several inventory management applications must exchange information. Asynchronous mes-
saging offers a flexible and scalable way to realize this integration. Asynchronous messaging also
has performance advantages over other ways when the applications are distributed (i.e., run on
different servers)

However, the different applications that are to be integrated often have been developed and
evolved independently leading to a heterogeneous environment. To integrate them properly, event
messages must be transformed, enriched, and combined on their way from one application to
another. Three common CEP-related problems and solutions encountered in such scenarios that
can benefit from using an event query language are:

Event Translation Due to heterogeneity, applications often speak a different “language,” i.e.,
use different data formats and schemas for their event messages. When one application should
react to events generated by another application, a translation of the events can be required as
an intermediate step. For example, an order processing application might produce an order event
in XML containing separate elements for a customer’s first name, last name, street, city, and zip
code. A shipping application that reacts to such an order event might however expect data in
a different format, e.g., just a single element with the whole address. Translation is not limited
to schemas and can also concern data formats, e.g., one application expecting events as XML
data, another as Java objects. Strictly speaking, such an event translation is not yet Complex
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Event Processing. Rather it is “Simple” Event Processing since the information in an event is not
combined with other information. However, such “simple” transformations, which would typically
be realized using an XML query and transformation language such as XSLT, XQuery, or Xcerpt,
should of course be supported by CEP technology, and we will revisit this issue in Section 1.3 of
this chapter and also in Chapter 5.

Enrichment of Event Content with External Information In the case of a translation,
events contain all necessary information and it is just structured differently. Sometimes events
produced by one application simply lack information expected by a consuming application. In this
case it is necessary to “enrich” the event with information from external sources. For example,
a Web shop application might generate an order event containing only a customer number, while
the order processing system expects a customer’s address. A query to a customer database must
be used to obtain a customer’s address based on her number and provide the event with the
missing information. Importantly, the enrichment of the event happens outside this individual
applications, because changing the applications might be expensive or impossible.

Event Composition Lastly, there are situations where several events must be combined into
one single event. Consider a shopping application where products from several groups (e.g., books,
CDs, DVDs) can be purchased together and are delivered together; there is a single Web shop and
a single shipping system, but each product group might have a separate order processing system.
Order events from the Web shop need to first be split for processing individual items in their
appropriate order processing system. The output events from the order processing systems then
in turn must be pieced back together into a single (composed) shipping event for the shipping
system. Note that there are two reasons why event composition is needed: first there is a lack of
information and the difference from event enriching is that the required information comes from
other events and not a database or other static source; second there is a need to synchronize, i.e.,
execution of the common task shipping needs to be blocked until all order processing systems have
completed their tasks.

Enterprise Application Integration (EAI) based on asynchronous messaging is a broad subject
and there are many other CEP-related issues. We refer to [HWO03] for a deeper introduction;
the three issues above correspond to its patterns Message Translator, Content Enricher, and
Aggregator, respectively.

An important challenges for CEP in EAT settings is that event data typically has a complex,
often document-like, structure. In particular, event messages are often in an XML format such as
SOAP! [GT03], Common Base Event (CBE) [IBM04], or Electronic Business using XML (ebXML)
[ebX]. In addition to the complex structure, there is also great heterogeneity with respect to
schemas used in different applications, data formats, and communication platforms. A further
issue is that, in a business context, CEP must pay attention to issues such as reliability (no lost
events even in the presence of communication failures), security (encryption and authentication of
events), and transactions (atomicity of operations, order of events, compensation of uncompleted
actions etc.).

1.1.2 Monitoring in Computing Environments

In the EAI examples above, events have been drivers of primary (or operative) business functions
(such a selling goods). Event processing functionality (such as translation, aggregation) has been
used in realizing a specific business process. To properly manage their operations and detect
existing or emerging problems and opportunities, however, companies also require monitoring of
their business processes.

When performed in (near) real-time, this monitoring is called Business Activity Monitoring
(BAM) and driven by events [McC02, GDPT06, JP06]. Single events are usually not very mean-

ISOAP originally was an acronym for “Simple Object Access Protocol.” However, this meaning has been dropped
with version 1.2, since it was considered misleading.
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ingful in a BAM context; instead many events have to be summarized to yield so-called key
performance indicators (KPIs). An example of a KPI could be the average time taken between a
customer’s order and shipping, and a manager might want to receive a warning automatically and
immediately when this number exceeds a limit of 24 hours. Since we aggregate (here: compute
an average), events from many business processes (and possibly also other sources such as IT
infrastructure) need to be combined and this is where CEP and event queries are useful.

BAM is just one particular instance of event-based monitoring in computing environments.
Another example is in the context of Service Level Agreements (SLAs) [PS06]: with an SLA,
the provider of a service (e.g., a credit card verification service) gives (contractual) guarantees
to service users concerning aspects such as the service’s availability (e.g., uptime of 99.9%), or
performance (e.g., average response time of less than 10 seconds). User will often want to monitor if
a provider keeps the agreed service level and this again requires processing of events and associated
information (e.g., service requests, replies, and the time elapsed between them).

It is worth noting in this context that one application’s or system’s complex event can be
conceived as an (incoming) atomic event by another application or system. For example an SLA
monitoring application may work hard to derive an SLA violation from many single events; once
it is detect it can be fed however as an atomic event into, e.g., a BAM application.

Important for monitoring applications such as BAM or SLA monitoring is that complex event
queries are easy to change and adapt because they have a strong dependency on the monitored
entities. For example, a change in a business process will usually lead to corresponding changes in
BAM queries in order to keep them working as intended. Further, defining “meaningful” queries,
i.e., that are useful to business, can be challenging. In the case of BAM, meaningful KPIs need to
be identified (usually together with thresholds) from a business perspective and then translated
into event queries. In the case of SLAs, translating an agreed service level (e.g., uptime of 99.9%)
into event queries raises difficult questions of how to actually measure it.

1.1.3 Processing of Sensor Data

Events from the physical world are observed in computers through sensors connected to communi-
cation networks. Sensor data is susceptible to faulty and imprecise measurements due to physical
limits (e.g., limited precision of a temperature sensor), outside influence (e.g., dust triggering a
smoke alarm), malfunctions (e.g., caused by a blown fuse or other hardware defects), as well as
lost data (e.g., due to communication failures) [JAF+06, EN03]. Further, sensor data provides
typically rather “low-level” input that is used to detect “higher-level” application-specific situa-
tions. For example, a burglar alarm system wants to detect break-ins (high-level situation) and is
provided with low-level data such as (intensity of) vibrations at doors and windows. The task of
combining data form multiple sensors is often also called Multi-Sensor Data Fusion.

Concrete examples of applications involving sensor networks are: supply chain management
using sensors to obtain location information of products equipped with RFID tags [NMMKO7],
tracking and monitoring of cargo containers [SMO06], intelligent intrusion detection on sensor-
equipped fences [WTV™07], and monitoring of industrial facilities such as factories or power
plants with Supervisory Control and Data Acquisition systems (see next section).

In contrast to the applications previously discussed, sensor data is mainly non-symbolic data
(i.e., measured numerical data) and can require rather application-specific computations. Ex-
amples of application-specific computations include smoothing of a series of sensor readings or
elimination of outliers in measurements.

A new aspect is also introduced by intelligent sensors (also known as motes or sensors nodes),
which combine an embedded processor, wireless networking facilities, and sensors, and are usually
powered by battery [ASSCO02]. Power consumption characteristics of these sensors give rise to a
number of optimization problems. Computation is far less expensive than communication lead-
ing to a trade-off between local computation at the sensor and computation at a central node.
Short-range communication can be less expensive than long-range communication, which becomes
relevant when event detection requires data from several sensors that are in proximity (the central
node is usually further away than close-by sensor nodes) [WTV+07].
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1.1.4 Supervisory Control and Data Acquisition

Supervisory Control and Data Acquisition (SCADA) [BWO03] Systems are event-driven systems
used in monitoring and controlling large and distributed industrial installation and infrastructures
such as factories, manufacturing lines, power plants, oil and gas pipelines, and facilities in transport
systems (e.g., airports, train stations). They collect and interpret data such as meter readings from
sensors and equipment status reports from embedded control units with the aim of controlling the
overall system. It must be emphasized that they work on a supervisory level: A SCADA system
in a train station will, for example, monitor an elevator for its status but not control its normal
operations (taking requests, moving between floors, opening and closing doors). However in the
case of a fire emergency, the SCADA system will intervene or override the normal elevator control.
This may entail ensuring that the elevator is parked on a floor with a safe evacuation route for
passengers, opening doors, and switching the elevator off to avoid further use.

A trend in SCADA systems is to strive for generic systems [DS99a] and more recently to base
these systems on Web-standards such as XML and Web Services [BLOT08]. Instead of developing
a SCADA system from scratch for some given individual facility, a generic system is customized to
meet the needs of the facility is used. Currently customization is mainly based on “plugging-in”
modules written in some general purpose programming language (typically the same language used
to implement the generic part of the SCADA system). Complex event query languages, together
with reactive rules, are expected to play an important role for customizing generic SCADA systems
in the near future, since they are more flexible and easier to develop and maintain than procedural
code.

CEP in SCADA systems primarily addresses the need to derive higher-level, symbolic events
(e.g., fire) from lower-level, numeric sensory input (e.g., temperature, smoke), which has already
been mentioned for other applications involving sensor data. Higher-level symbolic events are in
particular important for programming automatic or semi-automatic reactions ranging from simple
rules (e.g., upon a fire alarm activate sprinkler) to complex workflows (e.g., emergency plans that
involve evacuation, shutting of fire doors, notification of rescue personal, etc.). Often inference
can be context-sensitive and depend on circumstances such as different modes of operation in a
system (e.g., summer vs. winter operations, normal vs. emergency operations).

Monitoring and control in SCADA systems often involves human operators. They thus also
raise issues concerning the presentation and visualization of information derived from events.
Human operators must be enabled to quickly judge situations and make decisions.

SCADA systems also face issues of heterogeneity. Manufacturers of different devices often
use different communications protocols. Recently, this issue is approached by building on open,
Web-based standards for data formats and communication protocols. Often are employed to
translate to and from existing proprietary protocols. An example of this is the Facility Control
Markup Language (FCML) [BLO™08], which provides an XML format for events and HTTP-based
communication.

Since SCADA systems are often used for detecting and reacting to emergencies, a further
unusual issue is found in them. Some CEP-related functionality is vital to the purpose of the
system, e.g., detection of emergencies, but is rarely exercised or used. Defects, be they from
design flaws in the software or from malfunctioning hardware, are thus easily overseen. Because
field tests of such emergencies can be potentially expensive, the use high-level languages and
formalism is particularly desirable to find defects through simulation and verification beforehand.

1.1.5 Summary: Causes of Complex Events

Not every event-driven application needs complex event processing. For example, almost all cur-
rent frameworks for programming graphical user interface are event-driven, but usually there are
no complex events involved. One can argue that the notion of what constitutes an event is often
a design choice made during application development. Accordingly, it is possible in many cases to
choose a design where simple events satisfy the needs of their consumers and no need to combine
information from several simple events, i.e., generate complex events, arises. However we have



1.2. EVENT QUERY LANGUAGES 23

just seen some cases where such a design is not possible or desirable. Looking at these example,
the need for complex events can typically be attributed to at least one of the following:

e Fusion: In sensor networks, information is spread over many events by inherent limitations
such as geographical distribution (one sensor can only measure at one location) or physical
and technical limits (e.g., measurement errors). These inherent limitations make a fusion of
event data through complex event processing necessary.

e Integration: In enterprise application integration, complex events are not inherent: appli-
cations could have been designed or be changed so that they can be integrated only using
simple events and no complex events. However this is often not possible (one cannot forsee all
later integration needs in the development process), not cost-efficient (changing applications
is expensive), or desirable (a design using only simple events is not necessarily better because
the granularity may be too coarse or too fine). Complex event processing is needed to inte-
grate applications and systems, especially when their integration has not been anticipated
in their original design.

e Monitoring: When events are used for monitoring, this often entails that they are used
for purposes other then intended. For example, business events have the primary purpose
of driving a business process. Business Activity Monitoring is not their primary purpose,
only a secondary use of them. Through this secondary use comes again the problem that
information is spread over several events and thus a need for complex event processing.
This is in contrast to the previous causes of fusion and integration, where complex event
processing was needed to realize primary functionality.

Note that the boundaries of the three causes are often overlapping and depend on the perspec-
tive on the system.

1.2 Event Query Languages

Event Query Languages are a vital part of Complex Event Processing, allowing users to specify
known queries or patterns of events.

1.2.1 Benefits of Event Query Languages

When an application requires detection of a given set of complex events, it is of course possible
to program their detection “manually” in a general purpose programming language (usually the
language used to program the application itself). There are however compelling reasons to use a
dedicated high-level event query language, such as the one developed in this thesis:

e Ease of programming: An event query language allows to program on a high abstraction
level that focuses on the query’s logic rather than programming on a low level an actual
detection algorithm. Even when they do not aim for high performance, detection algorithms
are usually complicated since they involve state maintenance (storing of events and partial
answers) and require a form of manual memory management (removing events and partial
answers that have become irrelevant).

e Flexibility and Maintainability: High-level languages make the resulting code more
flexible and easier to maintain. This is especially important in dynamic environments and
organizations where software has to be adapted frequently to meet changing requirements or
has to be integrated with other (independently developed) software. In particular, use of an
event query language leads to a decoupling of the event logic from the rest of the application
logic. Event logic (i.e., event queries) can be exchanged independently of application logic,
possibly even at runtime without recompiling as well as stopping and restarting the whole
application.
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e Optimization: An event query language gives rise to query compilers and evaluation en-
gines that do automatic performance optimization, thus taking this burden off the program-
mer’s shoulders. This is especially important since many query optimization techniques
conflict with maintainability when they are programmed manually. A particularly severe
case of this is multi-query optimization, which exploits similarities between several queries.
Since it leads to a sharing of data structures and operations between queries, a change in a
single query will potentially affect all other queries.

e Program (or Query) Analysis: The restricted nature of special purpose event query
languages makes reasoning about (some) interesting properties of event queries more feasible
than in general purpose programming languages. Examples of interesting query analysis
tasks for event queries include the identification of temporal bounds on the relevance of
event as introduced in Chapter 15, which is a foundation for automatic garbage collection
and cost-based planning, or the verification of correctness with respect to some specification
as in [EPBS07].

1.2.2 Relationship to Traditional (Database) Query Languages

Querying events has much in common with traditional database query languages for relational data
(e.g., SQL [GUWO1], datalog [AHV95]), Web data (e.g., XQuery [BT07b], Xcerpt [SB04, Sch04]),
and Semantic Web data (e.g, SparQL [PS08], OWL-QL [FHHO04], Xcerpt [BFLP08, DW07]). In
particular, event messages are, as seen in Section 1.1, often in a conventional data format such as
XML. Processing of these messages includes tasks addressed by traditional query languages such
as selecting, transforming, and aggregating event data.

However, there are important discrepancies between the capabilities and premises of traditional
query languages and the specific requirements in querying events:

e Events are received over time in a stream-like manner, while in a database all facts are
available at once and usually stored on disk.

e Event streams are unbounded into the future, potentially infinite, whereas databases are
finite. This has especially consequences for non-monotonic query features such as negation
or aggregation. It also entails a need for garbage collection of events that become irrelevant
over time.

e Relationships between events such as temporal order or causality play an important role for
querying events. In databases, relationships between facts are usually part of the data (e.g.,
references with foreign keys).

e Timing of answers has to be considered when querying events: event queries are evaluated
continously against the event stream and generate answers at different times. These answers
may trigger actions such as updates to a database. Typically actions are sensitive to ordering;
hence it is important when an answer is detected.

e Query evaluation and optimization for event streams require different methods than for
databases. In event streams a large number of (standing) queries are evaluated against
small pieces of incoming data (events). Evaluation is thus usually data-driven rather than
query-driven. Evaluation also involves state maintenance for a (partial) history of events and
to avoid recomputing intermediate results. Many optimizations rely on exploiting similarities
between queries rather than clustering and indexing data.

These discrepancies make traditional query languages and engines unsuitable for the task of
querying events and entail a need for a tailored event query language and engine.
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1.3 Motivation

Development of XChange®® is guided by the motivation of providing a high-level language for
querying events. It aims at a language design that is easy to use and allows query programmers
to work on a high abstraction level, as well as at strong formal foundations. Previous work
on event query languages, which is surveyed in Chapter 3, has paid considerably less attention to
language design and little work has been done on formal foundations such as declarative semantics
or mathematically clean operational semantics.

Our experience with other event query languages shows that many complex event queries are
hard to express, not expressible at all, or prone to misinterpretations (cf. Chapters 3 and 17).
This also includes our own, earlier approach for querying complex events in the reactive language
XChange [Pat05, BEP06b] based on composition operators, which is described in [Eck05, BEP06a,
BEPO06b]. XChange®@’s language design incorporates lessons learned from these difficulties and
uses logic-like formulas (in a tailored syntax) to express complex event queries rather than a
multitude of algebra-like composition operators. XChange®® integrates as a “sub-language” into
the reactive language XChange, replacing its original event composition operators [Eck05, BEP06a,
BEPO06b]. This relationship is also reflected in the name of XChange®®, where EQ stands for Event
Queries.

XChange®® goes beyond the state of the art in event query languages in the following ways:

Pattern-Based Querying of Event Data Events, or more precisely their representations,
contain data that describes the context and circumstances of the event. A purchase order? event,
for example, will contain data describing buyer, seller, product, quantity, agreed price, and so on.
As we have seen in the application examples in the previous section, this data is often provided in
an XML format and can thus have a fairly complex, often document-like structure. XChange®®
addresses the need for dealing with semi-structured data by embedding the Web query language
Xcerpt [SB04, Sch04] for specifying classes of relevant events, extracting data (in form of variable
bindings), and constructing new events. Due to its pattern-based approach, where queries work
like a form or template that is put on top of the queried data, Xcerpt is easy to use and has a very
intuitive visualization, visXcerpt [BBS03, BBSWO03]. Xcerpt also aims at being versatile in the
Web data formats that can be queries; extensions of Xcerpt to query, e.g., RDF data [BFLPOS]
are therefore also immediately applicable to XChange®®.

Although it seems obvious that data in events must be accessed as part of (complex) event
queries, most early event query languages have neglected this aspect. Later event query languages
usually consider data in an event as a collection of attribute-value pairs or as a fixed arity tuple,
which is a considerable step forward but does not address the specifics of query semi-structured
data such as XML.3

Although XChange®? embeds Xcerpt and endorses its pattern-based approach, its design and
its foundations are generic in the sense that it can in principle also embed other query languages
for accessing and constructing event data. The common denominator is that the embedded query
language must expose in some form bindings for variables.

High Expressivity in all Querying Dimensions As part of work on XChange®?, we have
identified the following four complementary dimensions (or aspects) of event queries: data extrac-
tion, event composition, temporal (and other) relationships between events, and event accumula-

2 A purchase order (PO) is formal document used in commerce constituting a buyer’s legal offer to a supplier to
buy products or services (with specified prices, quantities, etc.). In eCommerce, such documents are often written
in a standardized XML format in order to be machine processable.

3An exception are the original event composition operators in XChange, which use Xcerpt to query XML data
in same fashion as XChangeEQ. Note that despite its title, [BKKO04] does not address querying events that include
XML data; rather it is about events such as insertions or mouse clicks that are generated by interacting with an
XML document according to the Document Object Model [Pix08]. Work in [BFF+07] adds construct for temporal
windows on streams to XQuery, but the stream there is a single XML document (with XML tags being “events”),
not a stream of events where each event is a separate XML document.
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tion. How well an event query language covers each dimension gives a practical measure for its
expressiveness. The four dimensions are explained in detail in Chapter 5.

XChange®?’s language design enforces a separation of the four querying dimensions. This
yields in a very clear language design, syntax and semantics that are easy to read and understand,
and gives programmers the benefit of a separation of concerns. Event more importantly, this sep-
aration, where each dimension of a query is independent and arbitrary combinations are possible,
contributes to XChange®Q’s high expressivity. Deficiencies in the expressivity as well as possible
misinterpretations found in other event query languages can often be attributed to the fact that
the querying dimensions are mixed (cf. Chapter 17). Furthermore, the separation contributes to
XChange®Q’s extensibility, which is useful, e.g., for embedding a temporal reasoner such as CaTTS
[BRS05] that can support application-specific calendric notions such as “business day” or “lecture
period” or for supporting non-temporal relationships between events such as causality.

Deductive Rules XChange®® supports deductive rules for defining new, “virtual” events from
the existing ones (i.e., those that are received in the incoming event streams), much in the same
fashion one uses views (or rules) in databases to define new, derived data from existing base
data. Support for deductive rules in an event query language is highly desirable: Rules serve as
an abstraction mechanism, making query programs more readable. They allow to define higher-
level application events from lower-level (e.g., database or network) events. Different rules can
provide different perspectives (e.g., of end-user, system administrator, corporate management) on
the same (event-driven) system. Rules allow to mediate between different schemas for event data.
Additionally, rules can be beneficial when reasoning about (vertical) causal relationships of events
[Luc02].

Only very few event languages support purely deductive rules, and programmers often have
to resort to using reactive rules [BBB107] to the same effect. We argue however, that deductive
(event) rules are inherently different from reactive rules because they aim at expressing “virtual
events,” not actions. Accordingly and importantly, deductive rules are free of side-effects. Imple-
menting deductive rules using reactive rules blurs this distinction with negative consequences for
development, maintainability, and optimization. Furthermore, deductive rules can be given very
clear logic semantics, while reactive rules only have execution semantics, which are intrinsically
more complicated.

Seamless Integration with Reactive Rule Language Deductive rules can be used to de-
rive new events, but they cannot specify to take certain actions such as updating a database
in response to events. Despite the advantages of deductive rules, event-based systems therefore
usually still require reactive rules, typically Event-Condition-Action (ECA) rules, or some similar
formalism.* To this end, XChange®® integrates seamlessly as a “sub-language” into XChange
[Pat05, BEPO6b].5

XChange is a reactive rule language addressing the need for both local (at a single Web node)
and global (distributed over several Web nodes) evolution and reactivity on the Web. It is based
on ECA rules of the form “ON event query IF Web query DO action.” When events answering the
event query are received and the Web query is successful (i.e., has a non-empty result), the rule’s
action is executed.

XChange, like XChange®®?, builds on the pattern-based approach of Xcerpt for querying data,
and additionally provides for pattern-based updating of Web data [P&t05, Cog07]. Development of

4An example of a similar, alternative formalism is implicit invocation or “callback (registration),” where a

component can “register” a procedure for an event, and generation of the event by other components causes this
procedure to be called (see, e.g., [GS94]). The difference between reactive rules and implicit invocation is that
implicit invocation has to be programmed manually (requiring use of pointers or references to procedures or objects
implementing a specific event listener interface) and, as a consequence, hides the association of events and actions
(procedures) relatively deep in the application code.

5As mentioned previously, XChange®Q replaces XChange’s original event composition operators, which are
described in [Eck05, BEP06a, BEP06b]. These original composition operators (together with other approaches
based on composition operators) will be discussed in Chapter 3, and also compared with XChangeEQ in Chapter 17.
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Xcerpt, XChange, and now XChangeP® follows the vision of a stack of homogenous languages for
performing common tasks on Web data such as querying, transforming, and updating static data,
as well as reacting to changes, propagating updates, and querying events. When a programmer
has mastered the basics of querying Web data with Xcerpt’s query terms, she can progress quickly
and with smooth transitions to more advanced tasks. XChange as well as Xcerpt are covered in
Chapter 4.

Further to XChange®®’s role as a sub-language in XChange, it can also be used as a stand-alone
event query engine or in other ECA languages or frameworks such as the General Semantic Web
ECA Framework described in [MAAO5a, MAAO5b] and its later incarnations MARS [BFMS06]
and r3 [AAQ7].

Formal Foundations Traditional (non-event) query languages have very strong formal foun-
dations. While a number of event query languages have been proposed both from research and
industry, the field of event querying still lacks comparable formal foundations. This lack of formal
foundations has also been a topic discussed on a recent Dagstuhl seminar on event processing
[CEvAOQ7]. Most notably, both declarative and operational semantics are desirable.

This thesis attempts to rectify this situation by providing both declarative semantics and
operational semantics for XChange®@. It shows that many well-known approaches and results
from traditional database queries apply, or apply with changes, to event queries, too. In doing
so, it also shows where new concepts and methods are needed (e.g., data-driven evaluation, event
relevance) — and where existing ones can be leveraged (e.g., model-theoretic semantics, join
algorithms, program and query transformations).

While the formal foundations are developed for XChange®®, both the foundations themselves
and results obtains from them are important in their own right and transfer also to other event
query languages and evaluation formalisms. The background of XChange®® as a concrete language
makes the discussions easier to understand and helps to indicate the practical relevance of these
investigations. Last not least, XChange®® as a high-level language raises some issues that are not
present in lower-level and less expressive event query languages such as rule chaining or relevance
of events.

1.4 Contributions

The previous section has already given a first glimpse into the contributions of this thesis, mainly
from the focus of language development. We now elaborate the contributions in detail, and with
a more technical focus.

Survey and Comparison of Event Query Languages A number of event query languages
have been developed in the past, but so far there are no comprehensive surveys and comparisons
of these languages. We therefore survey existing languages and identify three prevalent “styles” of
languages: composition operators, data stream languages, and production rules. XChange®Q, the
language developed in this work, introduces a fourth style, where queries are written in way that
is reminiscent of logical formulas (but in a tailored and more human-friendly syntax). We also
compare these different styles analytically in terms language design, expressiveness, semantics,
and the environments in which they are used.

Four Dimensions of Querying Events As part of the language design of XChange®®, we
identify four dimensions that a sufficiently expressive event query language must cover. These
dimensions are called data extraction, event composition, temporal and other relationships between
events, and event accumulation. At the very heart of XChange®® is the idea that a language must
separate these four dimensions in order to achieve full expressivity. This separation of dimensions
is in contrast to other, previous event query languages.
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Event Query Language XChange®® The central topic of this work is the development of
the event query language XChange®®@. The distinctive features of XChange®@ have already been
discussed in Section 1.3: pattern-based querying of event data in particular in XML formats, high
expressivity, support for deductive rules, seamless integration with the reactive Web language
XChange, and strong formal foundations. We introduce the syntax and informal semantics of
XChange®® in a tutorial-like manner. Use cases illustrate the use of XChange®®? in practical
applications and serve to substantiate its claims with regards to expressivity and ease-of-use.

Declarative Semantics We specify declarative semantics for XChange®® by a (Tarski-style)
model theory with accompanying fixpoint theory. This approach has the important advantage
that is accounts well for data in events and deductive rules, two aspects that have often been
neglected in semantics of other event query languages. While the model-theoretic approach is a
well-established for traditional, non-event query and rule languages, its application to an event
query language is novel and we highlight the extensions that are necessary. We also prove that our
declarative semantics are suitable for querying events that arrive over time in unbounded event
streams.

Complex Event Relational Algebra As first corner stone of operational semantics, we in-
troduce a variant of relational algebra called CERA. The core idea is to obtain an algebra that is
expressive enough to evaluate XChange®® but still restricted enough to be suitable for the incre-
mental, step-wise evaluation that is required for complex event queries. We also provide details
on how XChangeP® rules are translated into CERA expression and prove correctness with respect
to the declarative semantics.

Query Plans and Incremental Evaluation The second corner stone of our operational se-
mantics are query plans with so-called materialization points and their incremental evaluation.
Incremental evaluation depends heavily on which intermediate results we “materialize,” that is,
store across the different evaluation steps. The materialization points of our query plans serve
to capture this information and also address other issues such as chaining of deductive rules and
multi-query optimizations. Our approach with materialization points is thus more flexible than
related approaches for event query evaluation because it is not bound to a fixed strategy for which
intermediate results are materialized. The changes that must be made in each evaluation step
to the contents of a materialization point are described by algebra expressions that are obtained
through a technique called finite differencing.

Temporal Relevance for Garbage Collection The third corner stone of our operational
semantics is to enable garbage collection based on the relevance of events and intermediate re-
sults. In other event query languages, the issue of garbage collection is usually not considered
because these languages either are less expressive (so that temporal relevance is trivial) or be-
cause they require more work from programmers (e.g., explicit specification of time windows or
manual garbage collection). We develop a precise definition of relevance and temporal relevance
and develop a method for statically (i.e., at compile time) determining temporal relevance based
temporal conditions in queries.

1.5 Organization of this Thesis

This thesis is structured into five parts, each consisting of several chapters.

The first part (Complex Event Processing), which includes this chapter, introduces into the
topic of CEP. Chapter 2 sets the stage for CEP on the Web and describes some basic Web
technology that is relevant in the scope of this thesis. Chapter 3 surveys and compares existing
event query languages. Chapter 4 describes the Web query language Xcerpt and the reactive Web
language XChange as needed for understanding XChange®®Q.
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The second part (XChange?@: An Ezpressive High-Level Event Query Language) develops the
language XChange®Q. Chapter 5 discusses the language design of XChange®®Q. Chapter 6 presents
the syntax and informal semantics of XChange®Q. Chapter 7 illustrates the use of XChange®®
with practical use cases.

The third part (Declarative Semantics) develops declarative semantics for XChange®®. Chap-
ter 8 motivates the need for declarative semantics, establishes requirements and desiderata, and
gives an overview of our approach. Chapter 9 defines the model theory, which is the heart of our
declarative semantics. Chapter 10 defines a fixpoint theory (based on the model theory), which
serves to obtain a single model for stratified XChange®® programs. Chapter 11 shows that this
model is well-defined and unambiguous, and that our declarative semantics is suitable for queries
against event streams.

The fourth part (Operational Semantics) develops operational semantics that are the basis
of an incremental evaluation of XChange®Q. Chapter 12 establishes requirements and gives an
overview of the used approach. Chapter 13 defines a variant of relational algebra called CERA,
shows that CERA is suitable for an incremental evaluation of event queries, and describes the
translation of XChange®Q rules into CERA expressions. Chapter 14 introduces the notion of
query plans with materialization points and their incremental evaluation. Chapter 15 defines
the notion of relevance as needed for garbage collection and develops an algorithm for statically
determining temporal relevance. Chapter 16 describes the proof-of-concept implementation of
XChangeP® that accompanies this thesis.

The fifth part (Conclusions) rounds off this thesis. Chapter 17 revisits language design and
illustrates the advantages of XChange®®Q over other event query languages. Chapter 18 discusses
opportunities for future work on XChange®@. Chapter 19 broadens the scope and discusses more
general research perspectives in Complex Event Processing. Chapter 20 is a summary and con-
clusion.
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Chapter 2

From Data to Events on the Web

The World Wide Web (WWW or Web, for short) [BL99] started out as a distributed hypertext
system. User would retrieve documents as well as other information, e.g., pictures, from (Web)
servers on the Internet using the Hypertext Transfer Protocol (HTTP) [FT99]. Documents and
other files on the Web were identified by Uniform Resource Locators (URLs) [BLMM94], which
have been subsequently replaced by Uniform Resource Identifiers (URIs) [BLFMO5] and Interna-
tionalized Resource Identifier (IRIs) [DS99b]. Documents were written in the Hypertext Markup
Language (HTML) [RHJ99], which provided means for structuring text for its visual presentation.
Important to the Web’s success, HTML provided the ability to link from one document to any
other document anywhere on the Web using its URL. Users could also interact with documents,
e.g., enter keywords for searching document collections or submit orders in e-commerce catalogs.
To this end, HTML allowed forms in documents, HTTP provided means to send information
to Web servers, and Web servers would generate documents dynamically using, e.g., programs
supporting the Common Gateway Interface (CGI).

While this is still a common use of the Web today, it has become much more. Today, its
is an infrastructure of any kind of information system, ranging from systems that are accessible
world-wide (e.g., Web sites for electronic shopping ) over cross-enterprise systems (e.g., for sharing
demand information between a manufacturer and its suppliers) to private systems (e.g., intranets
in an enterprise or home networks).

Such information systems do much more than just providing access to data and documents.
Much data in these systems is dynamic and constantly changing (e.g., the status of a customer’s
order) and dependencies between data require other data to be created, deleted, or changed (e.g.,
completion of an order leads to a new invoice). Further, information systems provide services
to interact with data (e.g., submit a new order) and, possibly also the outside world (e.g., ship
ordered item by mail).

Such a active, dynamic Web information system is full of events and all these events require
proper processing. The necessary processing includes, for example, generation of events, com-
munication of events, logging of events, reacting to events, and of course detection of complex
events.

In this chapter, we summarize the foundations of the Web as relevant for this thesis. We
follow a path from representing data on the Web [ABS00] (Section 2.1) over reasoning with Web
data [BBFS05, FLBT06, BEET07] (Section 2.2) and reactive behavior on the Web [BBB*07]
(Section 2.3) to events on the Web (Section 2.4). With the exception of the topic of events, this
chapter aims at giving brief overviews. Deeper explanations can be found in the references just
given.
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2.1 Data on the Web

With the Web becoming a universal information system, information and data on the Web is not
only read and interpreted by humans. It is also consumed by machines and programs. Machines
perform task such as filtering, transforming, indexing, or deriving new information.

Documents in the Hypertext Markup Language (HTML) are structured along their intended
visual presentation as a text document. Depending on the desired layout, information about flight
connections inside an HTML document therefore might be structured as a table with rows and
cells or simply a list. When the only processing done by machines is a visual rendering, then this
structuring is fine. When machines however should perform other tasks, e.g., finding connections,
then the meaning of data in the document becomes important, e.g., which data represents flight
numbers, which departure airports, etc.

The need to represent information in a more structured way is addressed by the Extensible
Markup Language (XML) [B*06a, BT06b] and, more recently, also by the Resource Description
Framework (RDF) [MMO04, KC04].

2.1.1 Extensible Markup Language (XML)

The Extensible Markup Language (XML) [B*06a, BT06b] is a so-called generic markup language
(or meta markup language), which means that, unlike HTML, it has no fixed vocabulary. It just
provides a syntax from which individual, more application-specific languages, e.g., a language for
representing information about flight connections, are derived. These specific markup languages
are obtained by restricting the vocabulary and assigning semantics. Such application-specific
languages are also sometimes called XML dialects.

An XML document consists of a prolog and a root element. Additionally, processing instruc-
tions and comments may appear inside the prolog, inside the root element, or after the root
element. All application-relevant data is contained in the root element. The underlying data
model of XML, formally specified in the XML Information Set [CT04], is that of an ordered tree.

Each element has a name (also called tag-name) and optionally a number of attributes with
assigned values. Elements are delimited by so-called tags. For an element with name element and
attributes attrl and attr2 with respective values valuel and value2, the start tag has the form

<element attril="valuel" attr2="value2">
and the end tag the form
</element>

Elements can contain other elements as well as text, which we also call its children. This nesting
of elements gives rise to a tree structure. The order of the children is relevant. Note that ev-
ery element, except the root element, must be contained in another element (called its parent).
Figure 2.1(a) depicts an example XML document containing flight information. A correspond-
ing visual representation of its document tree structure is shown in Figure 2.1(b). In the visual
representation element nodes are ellipses while text nodes are rectangles.

XML has become a popular format for exchanging information and its use reaches far beyond
the Web. Its popularity can be attributed mainly to the fact that XML copes well with so-called
semi-structured data, which has an irregular (sometimes recursive) and often changing structure.
In contrast, the relational data model requires a rigid structure and makes structural changes
difficult. By using appropriate names for tags and attributes in XML, data in XML documents
also becomes self-describing.

XML has also some limitations though:

e Dealing with graph-structured data in XML can be tedious. The use of ID and IDREF
attributes in an XML document, the XML Linking Language (XLink), as well as the use
of element or attributes with similar, application defined semantics (e.g., <a href="...">
in XHTML) allow to model graph-structured information in the XML tree data model.
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<?xml version="1.0" encoding="IS0-8859-1"7>

<flights>
<flight>
<number >UA917 </number >
<from>FRA</from>
<to>IAD</to>
</flight>

<flight >
<number >LH3862</number >
<from>MUC</from>
<to>FC0</to>

</flight>

<flight>
<number >LH3863 </number >
<from>FCO0</from>
<to>MUC</to>
</flight>
</flights>

(a) XML document (b) Document tree

Figure 2.1: An XML document flights.xml and a visualization of its document tree.

However, these mechanisms are separate from the parent-child relation in the data model of
XML, and have to be resolved “manually” (e.g., through value joins or the id()-function in
XPath) in programs and queries.

e XML offers only limited support for identifying specific nodes (elements, attributes, etc.)
within a document. Elements carrying an ID attribute are easily identified, but for other
elements as well as other types of nodes this is not so easy. The so-called “node identity”
(typically the memory address of the object representing a node) can be used within a single
query, but not for identifying nodes over a longer period of time. In particular, node identity
might be completely lost if the document is updated, even if the change is minor (e.g., adding
an element). Issues related to identity are also discussed in [Fur08, Chapter 3.4].

e The self-describing nature of XML aims at making documents understandable for humans
but is not well-suited for making them “understandable” for machines. When seeing tags
called surname and last_name, humans will easily know that the are just different terms
for the same concept. For machines this is generally not possible. XML also offers no way
explicitly tell a machine that these terms are semantically equivalent and should be processed
in the same manner.

e Closely related, XML is purely a format for data representation. Its data model, as well as
it formalisms for typing data, do not support drawing inferences such as deriving new facts.
For example, XML can model a list of students together with their test scores, but it cannot
make any inferences such as deriving which students passed the test. Also, the data model
of XML is not suited for modeling existentially quantified information, that is, information
where an object or entity is only claimed to exist without naming the concrete object or
entity. For example it is difficult to express in XML that a person has a male child without
explicitly specifying the child.

The Semantic Web in an effort that seeks to overcome these difficulties of XML with the aim of
making Web data “meaningful to computers” [BLHLO1]. Of particular relevance is the Resource
Description Framework (RDF), which will be described next.

2.1.2 Resource Description Framework (RDF)

The Resource Description Framework (RDF) [MM04, KC04] provides syntax and semantics for
representing knowledge about “things,” which are called resources in the context of RDF. A
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resource is anything that can be identified with a URI. This includes in particular Web documents,
but also objects such as physical items for sale in a catalog that are not “actually on the Web”
(i.e., cannot be retrieved by means of HTTP or another protocol). A typical application of RDF
is annotating a Web page with meta data like author, keywords, publication date, or licensing
terms.

Resources are described by means of statements of the form subject — predicate — object, so-
called (RDF) triples. The predicate is also called a property of the described resource, and the
object the property value. The subject and the predicate are given with URIs. The object can be
given with a URI or be a literal, i.e., a (possibly typed) constant value given as a character string
such as "IAD". (Blank nodes are an exception for subjects and objects that will be discussed
shortly.)

Such RDF triples form essentially an unordered, directed, labeled graph. The nodes in the
graph are the subjects and objects, and each RDF triple gives rise to an edge from its subject to
its object with the predicate as label. Note that literal nodes cannot have outgoing edges.

In some cases it is necessary or just convenient to make statements about resources without
knowing or assigning a URI for them. For example, one might want to express that there is a
flight from Frankfurt to Munich without knowing a URI for that flight. To this end, RDF offers
blank nodes. Blank nodes can be used instead of URIs for subjects and objects to express that
there is a resource with the specified properties without actually identifying that resource.

RDF is augmented by the RDF Vocabulary Description Language RDF-Schema [BG04]. RDF
Schema provides a type system for defining application specific vocabularies. By typing RDF, it
both constrains RDF graphs (e.g., by expressing that “flies from” is a property of resources of the
type “flight” that has a value a resource of the type “airport”) and allows simple inferences (e.g.,
if resource “John” is of type “employee” and “employee” is a subclass of “person” then “John”
is also of type “person”). Semantics of RDF, as well as of RDF with RDF Schema, are specified
formally as a model theory [Hay04].

Regarding syntax, an RDF graph can be written, stored, and exchanged in one of a multitude
of so-called serialization formats. The official format standardized be the W3C is the RDF /XML
Syntax [Bec04]; however there are many alternative formats. An overview over the different
serialization formats can be found in [Bol05].

To summarize, RDF goes beyond XML by having directed graphs as data model, providing
the ability to represent existentially quantified information through blank nodes, allowing simple
inferences through RDF Schema, and providing clear semantics in the form of a model theory.

2.2 Reasoning on the Web

An important part of processing data in information systems is querying and reasoning. Typical
task that involve querying and reasoning with Web data such as XML or RDF documents are:

e Selecting only relevant portions of a large volume of data: e.g., in a document about flights,
select only those flights going from Munich to Rome.

e Restructuring data into new formats: e.g., transform a document about flights like the one
from Figure 2.1(a) into an XHTML document that is suitable for rendering in a Web browser.

e Combining information: e.g., for each flight in a document about flight connections, find
appropriate connecting hotel shuttles from a document about ground transportation options.

e Derive new information: e.g., compute multi-stop flight connections from a document con-
taining only direct flight-connections or classify meals as vegan, vegetarian, or non-vegetarian
according to their ingredients.

We now look at prevalent query languages for Web data and at approaches for more advanced
reasoning and knowledge representation on the Web. Note that there is no sharp boundary between
querying and reasoning.
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<?7xml version="1.0"7>

<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0org/1999/XSL/Transform">

<xsl:output
method="xml"
encoding="iso-8859-1"
doctype -public="-//W3C//DTD XHTML 1.0 Transitional//EN"
doctype-system="http://www.w3.0org/TR/xhtml1/DTD/xhtmll-transitional.dtd"
/>

<xsl:template match="/">
<html>
<head>
<title>Flight Connections</title>
</head>
<body>
<xsl:apply-templates/>
</body>
</html>
</xsl:template>

<xsl:template match="flights">
<table>
<tr>
<th>Flight Number</th>
<th>From</th>
<th>To</th> </tr>
<xsl:apply-templates/>
</table>
</xsl:template>

<xsl:template match="flight">

<tr>
<td> <xsl:value-of select="number" /> </td>
<td> <xsl:value-of select="from" /> </td>
<td> <xsl:value-of select="to" /> </td>
</tr>

</xsl:template>
</xsl:stylesheet>

Figure 2.2: An XSLT program producing XHTML output.

2.2.1 Standard Web Query Languages

The World Wide Web Consortium (W3C) defines two standard languages querying (and trans-
forming) XML, XSL Transformations (XSLT)! [Cla99, Kay07] and XQuery [B*07b]. Both XSLT
and XQuery make use of XPath [CD99, BT07a], a language for navigating the tree structure
of XML documents. In its abbreviated syntax, XPath expressions are reminiscent of the way
directory paths in file systems are written.

XSLT XSLT is the simpler of the two languages. As the term “stylesheet” in the name of XSLT
implies, XSLT is aimed at transformation tasks that address changing the style, i.e., the way infor-
mation is presented, of an XML document. Thus, XSLT is primarily intended for transformations
of documents that involve simple restructuring such as renaming of elements, filtering, or moving
subtrees up or down. A typical application of XSLT is transforming an XML document that uses
an application-specific vocabulary (e.g., the flight connection document of Figure 2.1(a)) into an
XHTML document suitable for rendering in a browser. In its output, XSLT is not restricted to
XML, but can also output “old,” non-XML-conforming HTML or plain text.

An XSLT program consists of templates, which specify patterns for elements in the input they
match as well as output they produce. Processing of an XML document starts at the root and
chooses a template with a pattern that matches the root. The output that this template produces
can then cause recursive matching of templates. Typically the recursion is on the children of the

1XSL stand for Extensible Stylesheet Language and is more precisely a family of languages comprising XSLT,
the XML Path Language (XPath), and XSL Formatting Objects (XSL-FO).
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current node (however XSLT allows to specify deviations from this, where nodes for recursive
matching are explicitly selected or templates explicitly called). This processing model accounts
well for transformations that rename elements, insert elements between a node and children (i.e.,
“move a subtree down”), remove elements between a node and some descendants (i.e., “move a
subtree up”), or filter certain parts of the input out.

The expressivity of XSLT 1.0 beyond these transformations is rather limited, mainly because
it does not allow recursion processing where templates process the output of other templates (note
that this is very different from the structural recursion over the input tree!). In XSLT 2.0 this
limitation has been lifted however by adding so-called functions.

An example of an XSLT program for transforming a document like the one of Figure 2.1(a)
into an XHTML document is shown in Figure 2.2.

XQuery XQuery is designed for performing more general queries and at extracting information
from large volumes of XML data. XQuery is considered more expressive than XSLT and also more
feature-rich (and thus considered harder to learn). Whereas XSLT is targeted at transforming
a single XML document, XQuery is particularly suited for tasks requiring the extraction and
combination of data (also from several sources) such as joining data, grouping and aggregating
data, or reordering data.

An XQuery program essentially consists of so-called FLWOR (pronounced “flower,” note how-
ever that “W” comes before “O”) statements. The for-clause selects and iterates over nodes from
the input documents. Note that a for-clause can cause multiple iterations, or in other words,
produce a cross-product. A where-clause restricts the results produced by for-clause. A typical
restriction would be requiring some equality between nodes from different sources, which essen-
tially turns a cross-product into an equi-join. The iteration order can be changed using an order
by-clause. Results (for each iteration) are specified in the return-clause.

Note that FLWOR statements are similar to the SELECT — FROM — WHERE statements found
in SQL: the for-clauses (together with let-clauses) correspond loosely to the FROM part, the
where-clauses to the WHERE part, the return-clauses to the SELECT-part.

XQuery has many more language features beyond the basic FLWOR statements, including the
ability to define functions (with unrestricted recursion).

An example XQuery program is shown in Figure 2.3(b). From a document with flight connec-
tions (Figure 2.1(a)) and a document with information about airport shuttles (Figure 2.3(a)) it
produces as output a list of “travel options” that is a list of hotels that can be reached by means
of a flight and a connecting shuttle. The list is sorted by the name of the departing airport and
includes travel instructions about the flight and shuttle that has to be taken. The output for the
sample inputs of Figure 2.1(a) and Figure 2.3(a) is shown in Figure 2.3(c).

SPARQL For querying RDF data, the W3C has recently standardized a query language called
SPARQL [PS08]. A SPARQL query either yields a set of variable bindings or constructs a new RDF
graph. The former is convenient when results of a query are to be used inside some application
software, the latter when an RDF graph should be transformed. Variable bindings that are either
directly returned as a result or used for constructing a result RDF graph are obtained by matching
so-called graph-patterns against the input RDF graphs.

Sharing many of its keywords with SQL, a typical SPARQL query has the form SELECT — FROM
— WHERE or CONSTRUCT — FROM — WHERE. The FROM clause list the URIs of the RDF graphs that
are to be accessed for this query. The WHERE clause specifies a graph pattern in the form of a
set of triple patterns. Like an RDF triple, a triple pattern has the form subject — predicate —
object; unlike an RDF triple, it can contain free variables, however. The same variable can occur
in several triple patterns giving rise to the graph pattern. The graph pattern instructs the query
evaluation to look for variable bindings so that the graph obtained from replacing the variables
in the pattern with their bindings can be found as a subgraph in the input. The SELECT clause
specifies to return (some of) the variable bindings as result, while the CONSTRUCT clause construct
a new RDF graph using the variable bindings.
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<?xml version="1.0" encoding="IS0-8859-1"7>

<shuttles>
<shuttle>
<name>Lufthansa Airport Bus</name>
<airport>MUC</airport>
<hotel>Bahnhofshotel</hotel>
</shuttle>

<shuttle>
<name >Super Shuttle </name>
<airport>IAD</airport>
<hotel>Embassy Inn</hotel>
</shuttle>

<shuttle>
<name>AAA Airport Express</name>
<airport>B0S</airport>
<hotel>The Tipton Hotel</hotel>
</shuttle>
</shuttles>

(a) XML document shuttles.xml

<travel-options>
{
for $flight in doc("flights.xml")/flights/flight ,
$shuttle in doc("shuttles.xml")/shuttles/shuttle
where $flight/to = $shuttle/airport
order by $flight/from
return
<option>
<departure-airport> {$flight/from/text ()}
</departure-airport>
<instructions>Take flight {$flight/number/text ()},
then {$shuttle/name/text()}. </instructions>
<arrival -hotel> {$shuttle/hotel/text ()} </arrival-hotel>
</option>

</travel-options>

(b) XQuery Program

<?xml version="1.0" encoding="UTF-8"7>
<travel-options>
<option>
<departure-airport >FC0</departure-airport>
<instructions>Take flight LH3863,
then Lufthansa Airport Bus. </instructions>
<arrival-hotel>Bahnhofshotel </arrival-hotel>
</option>
<option>
<departure-airport >FRA</departure-airport>
<instructions>Take flight UA917,
then Super Shuttle. </instructions>
<arrival-hotel>Embassy Inn</arrival-hotel>
</option>
</travel-options>

(c¢) Result

Figure 2.3: Combining information from a documents with flight connections and from a document
with airport shuttles using XQuery
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Beyond the basic graph matching, SPARQL accommodates for alternatives in patterns (i.e.,
disjunctions, keyword UNION), optional parts of patterns (keyword OPTIONAL), and filtering of
results (keyword FILTER). By combining optional patterns and filtering (and using the bound
property), negation and universal quantification can be expressed in SPARQL. However, other
advanced queries (e.g., patterns involving search for graph nodes at arbitrary depths) are generally
not a strong point of SPARQL and go beyond its expressive capabilites. Further, SPARQL does
not allow any recursive inference in queries.

A criticism that is common to all three languages discussed here is that they are not versatile
in the data format they accept [BFB105]. XSLT and XQuery are suited only for querying XML
data, while SPARQL is only suited for querying RDF data. However there are many potential use
cases for queries on the Web that involve interwoven access to both XML and RDF. For example,
a query might make use of domain-specific knowledge represented in RDF and RDFS to retrieve
data from Web pages written in XML which are again annotated with RDF meta data. A Web
query language that seeks to remedy this and offer versatility is Xcerpt, which we will be discussed
in Chapter 4.

2.2.2 Reasoning with Deductive Rules

Query languages excel at efficiently extracting, restructuring, and combining existing data. They
are not well suited for knowledge representation and reasoning tasks such as drawing inferences.
However, for making machines derive new information and “understand” Web data, such inferences
are needed.

Deductive rules (sometimes also called derivation rules) are a form of reasoning that has re-
ceived much attention in Web and Semantic Web research. They provide a high-level knowledge
representation mechanism that is both expressive and natural for human knowledge engineers.

While there are many variations of deductive rule languages, not just in syntax but especially
in their semantics, the general idea is always to specify knowledge in terms of rules. A rule mirrors
an if-then-sentence and states that a certain conclusion (then part) can be drawn if in the condition
(if part) is met. Conditions and conclusions are usually written as logical formulas. The conclusion
of a rule is also called its head and the condition its body, and rules are commonly written with
the head first: head <« body. Due to the close relationship of logical formulas and queries, the
body of a rule can also be understood as a query. We call these rules deductive, because they only
deduce conclusions but do not modify existing data or cause any other side-effects. They are in
contrast to rewriting rules, which specify transformations of terms or other data, reactive rules,
which specify to perform actions, and other forms of rules.

Since they derive from First Order Logic (FOL), most current deductive rule formalisms rep-
resent facts using predicates (or relations) and terms. They therefore essentially use the relational
data model with the important extension that many rule languages allow the use of function sym-
bols in terms (whereas databases usually only allow constants). The fact that there is a flight with
number “UA917” from “FRA” to “IAD” would, for example, be represented as a f1light("UA917”,
"FRA”, "IAD”). Rules allow to represent knowledge that derives new facts from existing facts.
For example, we might know that every airline has a ticket office in every airport where one of its
fight starts. In the rule language datalog (see, e.g., [AHV95]), this knowledge could be formalized
as:

has_ticket_office(A4,S5) <« flight(N,S,L), operated by(N,A)

In this rule N, S, L, and A are free variables. The comma (“”) in the rule body is read as a
conjunction. Importantly, most deductive rule languages allow for recursive inferences. Transitive
closures such as “if there is a connection from X to Y and from Y to Z, then there is a connection
from X to Z” are a typical application of such recursive inferences. The following rules realize
such knowledge using our flight example:

connection(X,Y) « flight(N,X,Y)
connection(X,Z) <« connection(X,Y), connection(Y,Z)
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Because of the natural correspondence of deductive rules with English language “if-then” sen-
tences, they are often considered to be very intuitive for humans. Further there are approaches
to rule languages that do not represent rules as logic formulas but in a limited, controlled English
which can be automatically parsed and translated to a representation like logic that is suitable for
processing in machines.

A particular trait of rules is their compositionality. For example, the above program only finds
connections using flights as a means of transportation (first rule in the program). By adding rules
similar to the first rule, the program can be extended easily to include busses or trains.

As mentioned earlier, most current rule languages use the relational model for representing
facts. This makes it necessary to convert Web data from its native XML, RDF, or other format,
before reasoning with it. Performing such a conversion in a natural way can be difficult, though.
Therefore, some rule languages aim at supporting data models that are better suited for Web
data. An example is Xcerpt, which works on rooted directed graphs.

Work towards standards for Web rule languages is underway with the Rule Interchange Format
(RIF) [RIF, BKPPO7] at the W3C. RIF primarily uses a relational data model [BK08a, BK08b],
but also strives for compatibility with RDF and the Web Ontology Language (OWL) [dB08].

2.2.3 Knowledge Representation with Ontologies

Deductive rules are not the only form of reasoning on the Web. Another form of representing
knowledge and reasoning with it are ontologies. The W3C standard for representing ontologies
is the Web Ontology Language (OWL) [SWMO04]. It actually consists of three sublanguages of
increasing expressivity: OWL Lite, OWL DL, and OWL Full. OWL is based on RDF and RDF
Schema and in terms of the inferences that can be drawn increases significantly the expressiveness
of RDF Schema.

OWL, like other ontology languages, is based on description logics. A description logic can
be understood as a fragment of First Order Logic (FOL), usually restricted in such a way that
typical reasoning tasks are, in contrast to full FOL, still decidable.? Ontologies model domain
knowledge by specifying axioms about concepts and their relationships. (Relationships are also
sometimes called roles.) Concepts correspond to unary, relationships to binary relations of FOL.
Axioms correspond to FOL formulas, but are usually written in a tailored syntax that leaves
variables implicit. OWL and (most) description logics do not support relations that are ternary or
of higher arity, which can be a severe limitation on the knowledge that can be expressed in OWL.
Also, axioms in most description can only express a tree of relationships between concepts not an
arbitrary graph of relationships. (The formal reason for this is that axioms correspond to formulas
in the so-called two-variable fragment of FOL, that is, to formulas that use only two variables.)

As an example consider an ontology that models knowledge about food served on flights. There
are concepts such as FLIGHT, MEAL, INGREDIENT, and MEAT, and relationships such as serves and
contains. Axioms can define new concepts, for example VEGETARIAN_MEAL could be defined as a
MEAL that contains no MEAT. Axioms can also specify type relationships such as that MEAT is a
type of INGREDIENT or more general conditions such as that every FLIGHT must serve at least one
VEGETARIAN MEAL. In typical description logic syntax these axioms would be written as

VEGETARIAN MEAL = MEAL M Vcontains.—~MEAT
MEAT C INGREDIENT
FLIGHT C Jserves.VEGETARIAN MEAL

These axioms correspond to the following formulas written in traditional FOL syntax:

Va(VEGETARIAN MEAL(x) <= (MEAL(z) A Vy(contains(z,y) = —MEAT(y))))
V2 (MEAT(z) = INGREDIENT(z))
Va(FLIGHT(z) = Jy(serves(z,y) A VEGETARIAN_MEAL(y)))

2The letters “DL” in OWL DL reflect its correspondence to description logics. OWL DL and OWL Lite are
decidable whereas OWL Full is not.
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While ontologies might be considered more popular than rules on the Web, in part because
there already is a finished W3C standard with OWL for representing ontologies, they are less
important in this thesis. Ontologies are well-targeted at reasoning tasks such as subsumption
(checking whether a concept A is a subset of concept B) or satisfiability (can a given set of axioms
be satisfied, i.e., does it have a model). They are however not as well-suited for querying data,
in particular because they are restricted to unary and binary relations and can only specify tree-
shaped combinations of relationships between concepts.®> Deductive rules, because of their close
relationship with querying, are therefore considered more interesting for querying events in this
thesis.

2.3 Reactivity on the Web

Queries, rules, and ontologies give a fairly passive impression of the Web: upon request certain
information can be obtained by accessing data sources on the Web. However, many data sources
on the Web evolve in the sense that they change over time and operations that change data
are an essential part of any information system. Even a simple address book application will
require at least operations to add and remove entries. An application for electronic shopping will
require more and more complicated interconnected operations to realize work-flows such as order
processing, shipping, and payment collection. Dealing with data sources that change over time
and realizing common operations of information systems entails a need for reactivity, the ability
to detect events and respond to them automatically in a timely manner.

Reactive behavior on the Web can be and has been for many years implemented using general
purpose programming languages. However, higher-level reactive languages have been and are
developed that aim at abstracting away network communication and system issues, at easing the
specification of complex updates of Web resources (in particular XML, RDF, or OWL documents),
and at being convenient for specifying complex flows of actions and reactions. In particular,
languages based on reactive rules have received attention in Web-focused research communities
lately [REW, P06, PKBT07, BBB*07].

Reactive rules are statements that formalize executable knowledge by specifying actions to be
undertaken in response to certain events or situations. They are suited for both adding active
behavior to content (e.g., changing an address book entry in reaction to an event signifying user
input) and for formalizing content guiding active behavior of other entities (e.g., formalizing the
actions of humans and systems involved in an order processing work-flow). Reactive rules revolve
around events and actions and thus serve a different and complementary purpose from traditional
knowledge representation using ontologies and deductive rules, which focus on drawing conclusions
(implicit facts, classification in terminologies, etc.) from data.

The two most common forms of reactive rules are Event-Condition-Action (ECA) rules and
production rules (also called Condition-Action rules), originating from Active Databases research
[WC96, Pat98] and Artificial Intelligence research [FM77, For81, For82], respectively. ECA rules
have the structure “ON event (specification) IF condition DO action” and specify to execute the
action whenever an event matching event specification (which could be a complex event query)
happens and the condition, which usually is a query (e.g., to a local or remote Web resource),
holds. Production rules are similar but make no explicit reference to an event. They have the
structure “WHEN condition THEN action” and specify to execute the action whenever the condition
becomes true. In contrast to ECA rules, the condition can typically only refer to local data
which is accessible in the so-called working memory. Note the seemingly minor, but semantically
important, difference between the condition “being true” in ECA rules and “becoming true” in
production rules.

ECA rules are often argued to be more convenient in distributed Web-based applications than
production rules, since they make an explicit specification of events, which allows also for message-
based communication, and have no need for a local working memory [BE06b]. Explicit specification

3The difficulties in ontologies and querying are also reflected in research on combining rules and ontologies, a
topic that has received much attention recently (see, e.g., [Ros06] for an introductory overview).
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“Event: Anything that happens, or is contemplated as happening.”

“Event (also event object, event message, event tuple): An object that represents, en-
codes or records an event, generally for the purpose of computer processing.” FEvent
Processing Glossary [LS08]

“Any happening of interest that can be observed from within a computer is considered
an event.”

“A notification is a datum that reifies an event, i.e., it contains data describing the
event.” [MFPO6]

“An event is a significant state change in the state of the universe. A significant state
change is one for which an optimal response by the system is to take an action. An
insignificant state change is one for which the system need take no action. An action
may be registering information about the event in the enterprise’s memory. Insignificant
state changes are not registered in memory; they are never ‘remembered.” 7 [CCCO7]

“According to the dictionary, an event is a thing that happens, especially when it has
some relevance. Relevance can be measured by whether some sort of action has to be
taken as a result of the event. Consequently, an event can be seen as a specific situation
in which one or more reactions may be necessary.” [Pat98, Chapter 1]

“Messages (or ‘events’) flow across networks between enterprises and organizations.”
[Luc02]

)

Figure 2.4: Different definitions of “event” in literature related to event processing

of an event is also often more natural in event-driven applications. This is particularly true in
applications involving CEP such as the ones discussed in Chapter 1. An extensive survey of both
ECA and production rule languages is given in [BBBT07].

A concrete example of an ECA rule language for the Web will be introduced in Chapter 4
with the language XChange. Production rules will recur in Chapter 3, when discussing how they
can be used to implement complex event queries. (Note that this connection of production rules
and CEP, where the rules are used to implement complex event queries, is fundamentally different
from the connection between ECA rules and CEP, where a (complex) event query (sub)language
is used for the in the event specification).

2.4 Events on the Web

Reactivity and CEP entail the ability to detect simple (or atomic) events. We now discuss issues
related to simple events. While we focus on events “on the Web,” this should be understood in the
broader sense including any kind of information system that is built upon Web standards whether
it be publicly accessible or not. In particular it thus includes modern enterprise information
systems employing Web services, but also for example Web-based Supervisory Control and Data
Acquisition (SCADA) systems (see Chapter 1.1).

2.4.1 What is an Event?

A curiosity of event processing and related fields is that there can much discussion around the
question of what is and what is not an event. There is no singular, commonly agreed definition as
the selection of definitions from the literature in Figure 2.4 shows. However, the first two definitions
clearly indicate a necessity for the representation of an event in a computer as a message, object,
function call, or other entity with associated data. Since CEP deals only with these representations,
much of the discussion revolving around the term “event” is rather philosophical in its context.
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Throughout this thesis, we adopt this way of looking at things and equate (simple) events with
their representation.

However, beyond the scope of CEP and this thesis, what is and what is not an event can be
of practical relevance. The design of an event-based system includes decisions of which events (in
the sense of something that happens) are given a representation that is then exposed to other
components. Essentially the types of events a component exposes become part of its external
interface. In this context, events are subjected to typical issues and discussions of interface design
such as respounsibility (e.g., should the database or the application software signal that an address
has been changed) or granularity (e.g., one single event for an address change or one event for
each line in an address).

Additionally, there might be an issue how to detect an event that happens in a given application
when this application does not provide explicit support for the event, i.e., it does not explicitly
signal this event to the outside world, e.g., by sending a message. As an example consider a Web
site on which the event that its content changes should be detected. Most Web sites are simply
changed without providing a mechanism that signals this change to potentially interested parties.*
An option for an interested party in this case might be to periodically retrieve the Web site and
compare it with a previously stored version of the Web site to detect any changes. Issues relate to
detecting such events are beyond the scope of this thesis; however we will discuss how this issue
might related to CEP and complex event queries in Section 19 on research perspectives.

2.4.2 Data Formats and Models for Events

Since event-based systems and in particular CEP applications deal with representations of events,
their design is influenced by the way events are represented. It is common to represent events
and their associated data using existing data formats and models, e.g., as XML documents, Java
objects, or relational tuples. Such a representation of events as ordinary data is particularly
necessary when events must be communicated in a distributed system.

When events are transmitted over the Web as messages, then these messages are typically XML
documents. Note however, that the representation used for transmitting events is not necessarily
the same as the representation used for processing it by sender or receiver of the event. For ex-
ample, an event might be created as a relational tuple at the sender, this tuple then be serialized
into an XML message for transmission, and the XML message be de-serialized into a Java object
by the receiver. Also, an event might have multiple receivers and these might use different repre-
sentations. For example an order processing application might convert incoming XML messages
about order events into objects for processing them, while a monitoring application receiving the
same events might process the XML messages directly.

The following data models and data formats are commonly used for representing events:

e Typed events without data: an event is represented as a single symbol that signifies its
type but has no further data associated with it. Examples would be “AlarmFromSensorA”
and “AlarmFromSensorB” to signal alarms from sensors A and B respectively. This rep-
resentation is fairly limited and works well only for very simple applications.

e Typed events with attributes: an event has a type and provides data in the form of
named attribute-value pairs. An example would by “Alarm{sensor = “A”, temperature =
42}” to signal that a sensor with the name “A” raises an alarm with a measured temperature
of 42. Note that there still remains an open question regarding the data model of the values;
these could be just atomic values (integers, strings, etc.) —in which case it is similar to the
relational model— or also list- or set-based values. Further there might be a requirement
that all events of the same type provide the same attribute or not.

e Relational tuples: an event is represented with a symbol denoting the type of the event
and values for attributes. All events of the same type must have the same attributes. These

4Note however, that there are some Web sites that will allow users to register so that they will receive an e-mail
informing them about changes.
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attributes and their respective types are typically specified in advance in a schema. Further
all attribute values are usually atomic. Attributes might be identified by their position or by
name. An example would be Alarm(” A”,42) to represent the event from earlier and using
positions to identify attributes.

e Objects: an event is represented as an object of some object-oriented programming language
(e.g., Java, C++). To write such objects in a human-readable form, the notation of typed
events with attributes is commonly used. However using objects gives rise to aspects usually
not covered by the previous models. Object-oriented systems support type inheritance and
thus types are not mutually exclusive; an object of type A might be also of type B, e.g.,
if class A inherits from class B. Attribute values in objects might be references to other
objects, including other event objects. When references are used, this means that the event
data is not contained just in the event object but also other external objects, which might
be modified over time. Also references raise a number of issues in distributed systems when
an object refers to a remote object. Finally, objects can have methods associated with it to
query or modify the state of the object.

e XML messages: an event is represented as an XML message. An example might be

<?xml version="1.0"7>
<alarm>

<sensor>A</sensor>

<temperature unit="Celsius">42</temperature>
</alarm>

to represent the sensor event from earlier. The data model of XML can be seen as a labeled,
ordered tree. In contrast to the previous representations of events, XML provides not only
a data model but also and primarily a serialization format. This is particularly relevant for
transmitting events in a heterogeneous, distributed system such as the Web.

Because XML is the primary format for exchanging information on the Web;, it can be expected
to become also the primary format for representing events on the Web. In particularly, other data
formats are often serialized into XML; in the case of objects, there is often significant tool support
for doing serialization and de-serialization without much manual programming work.

There are a number of XML-based envelope formats relevant for transmitting events. They are
called envelope formats because they leave application-specific content open and focus on issues
that are not application-specific such as routing of the message from the sender to the receiver(s)
or metadata associated with an event.

The most popular envelope format it SOAP [GT03]. A soap message consists of a header and a
body. The header contains information related to issues such as routing and relaying of messages
as well as message exchange patterns. The body contains application-specific XML content. SOAP
primarily focuses on messages, not events and as such does not address meta-data that is typically
associated with events such as occurrence time.

The Common Base Event (CBE) format [IBM04] is an XML format tailored for events. It
focuses on providing fields for meta-data typically associated with an event such as its origin, its
occurrence time, or its severity.

There are also some more application specific XML message formats. For exchanging messages
in Supervisory Control and Data Acquisition (SCADA) Systems, the Facility Control Markup
Language (FCML) [BLO™T08] has been developed. Note that currently FCML is used in a context
where a system actively requests data from sensor rather than where sensors proactively send data
to the system.

So far, there has not been much work on using RDF to encode events. It is of course possible to
communicate RDF information in XML messages using its XML serialization. However, processing
the XML serialization of RDF rather than RDF in its native data model is very inconvenient, so
that RDF should be considered as data model in its own right not part of XML. With more
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and more information on the Web being represented as RDF, we can expect RDF data in events
to become relevant in the near future. Particularly, many scientific data sets (e.g., biological
databases) use RDF, and a change notification service might generate events that contain the
changed data as RDF.

2.4.3 Communication of Events

As with all XML messages on the Web, events are primarily communicated between different Web
nodes using HTTP. A message can be sent to a Web node identified by its URI using either the
GET or the POST method of HTTP, but POST is preferable. When GET is used, the XML
message must be encoded as part of the URI and is then often subject to length restrictions.
Further, GET requests should be idempotent [F799], i.e., when the same GET request is repeated
it should not have any further side-effects, which cannot always be assumed for the reception of
an event.

It is also conceivable to use other Internet protocols for communicating events. For example,
SOAP messages might also be transported using e-mail protocols, in particular the Simple Mail
Transfer Protocol (SMTP) [MKW™02]. This is particularly interesting in cases where the recipient
of an event might not be connected to the Web all the time. E-mail infrastructure will then provide
for storing the message until the recipient comes online and will retrieve e-mails.

Communication on the Web is, as in general for distributed systems, not reliable. When sending
a message, the sender cannot be sure if the recipient has received the message or not. Only by
having the original recipient sending an acknowledgment message back, the original sender can
be assured. However, in this case, the original recipient (and sender of the acknowledgment)
can now not be sure that the original sender (and recipient of the acknowledgment) has received
the acknowledgment. This unreliability causes problems when distributed nodes must agree on
a single common state, especially with distributed transactions. There are a number of solutions
to these issues such as a two-phase commit protocol (see, e.g., [CDKO01]). While relevant in the
overall context of an event-driven application, these issues are not directly to CEP and will thus
not be detailed further.

2.4.4 Timing and Ordering of Events

Timing and order of events can be relevant for the processing of events and are of special interest in
CEP. However, timing and order are difficult issues in distributed systems. Each node (computer,
device, etc.) in a distributed system has its own local clock and the clocks of different nodes are
not and cannot be perfectly synchronized [CDKO01]. The time it takes to transmit a message varies
depending on the sender and receiver, the route taken between them (if there are several), networ